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When you think about security, you can start by thinking about your stuff. We all have
stuff. We have stuff that we really care about, stuff that would be difficult to replace, and
stuff that has great sentimental value. We have stuff we don’t want other people to find
out about. We even have stuff that we could probably live without. Now think about
where you keep your stuff. It could be in your house, car, school, or office; in a locker,
backpack, or suitcase; or in a number of other places. Think about all of the bad things
that could happen to your stuff. You could be robbed, or you could experience a disaster
such as a fire, earthquake, or flood. In any case, you want to protect your possessions—
no matter where the threat comes from.

At a high level, security is about protecting stuff. In the case of your personal stuff, it’s
about making sure you lock the door when you leave the house; remembering to take

your purse with you when you leave a restaurant; or even making sure you hide all the
presents you bought for the holidays in the back of your car before you head back into
the mall.
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Many of the security topics we discuss in this lesson boil down to the same common
sense you use every day to protect your stuff. In the business environment, however, the
stuff were protecting is assets, information, systems, and networks, and we can protect
these valuables with a variety of tools and techniques that we discuss at length in this

book.

In this lesson, we start with the basics. We'll look at some of the underlying principles of
a security program to set the foundation for your understanding of the more advanced
topics covered later in the book. We'll also discuss the concept of physical security, which
is critical not only for securing physical assets, but for securing information assets as well.
By the time we're done, you'll have a good idea how to protect stuff for a living.

Introducing Security

Before you can start securing your environment, you need to have a fundamental
¥ understanding of the standard concepts of security. It’s easy to start buying firewalls, but
JHE BOTTOM LINE  until you understand what you're trying to protect, why it needs to be protected, and what
you're protecting it from, you're just throwing your money away.

When you are working in the information security field, one of the first acronyms you will
Can you list and describe encounter is CIA—but don't confuse this with the government agency with the same acronym.
o T Iy Rathegin this context, CIA represents the core goals of an information security program:
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° Availability
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relates to security?

Understanding Confidentiality

Confidentiality is a concept we deal with frequently in real life. For instance, we expect our
doctors to keep our medical records confidential, and we trust our friends to keep our secrets
confidential. In the business world, we define confidentiality as the characteristic of a resource
ensuring access is restricted to only permitted users, applications, or computer systems. But
what does this mean in reality? In short, confidentiality deals with keeping information, net-
works, and systems secure from unauthorized access.

Confidentiality is particularly critical in today’s environment. Lately, in a few high-profile
instances, several large companies have leaked people’s personal information. These breaches
in confidentiality made the news largely because the leaked information could be used to
perpetrate identity theft against the people whose information was disseminated.

There are several technologies that support confidentiality in an enterprise security implemen-
tation. These include:

* Strong encryption
m * Strong authentication
Lesson 2 contains e Stringent access controls
more details on strong
encryption, strong

authentication, and
stringent access controls.

Another key component to consider when discussing confidentiality is how to determine
what information is considered confidential. Some common classifications of data are
“Public,” “Internal Use Only,” “Confidential,” and “Strictly Confidential.” You will also see
the classification “Privileged” used frequently in the legal profession. Similarly, the military



Classify your data and
assets—it’s the only
way you can effectively
protect them.
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often categorizes information as “Unclassified,” “Restricted,” “Confidential,” “Secret,” or
“Top Secret.” These classifications are then used to determine what measures are appropriate
to protect the information. If your information is not classified, you are left with two options—
you can either protect all your information as if it were confidential (an expensive and daunting
task), or you can treat all your information as if it were “Public” or “Internal Use Only” and
not take stringent protection measures.

Understanding Integrity

In the information security context, integrity is defined as the consistency, accuracy, and
validity of data or information. One of the goals of a successful information security program
is to ensure that data is protected against any unauthorized or accidental changes. Therefore,

a security program should include processes and procedures to manage intentional changes, as
well as the ability to detect changes. Some of the many processes that can be used to effectively
ensure the integrity of information include authentication, authorization, and accounting. For
example, you could use rights and permissions to control who can access certain information
or resources. You can also use a hashing function (a mathematical function) that can be
calculated on data or a message before and after a designated period of time to show whether
information has been modified during the specified time. You could also use an auditing or
accounting system that records when changes have been made.

Understanding Availability

ility is the third core security principle, and it describes a resource being accessible
ication omputer sy ui n othergwords, availability

¢ ability to do so.

: 1
utages, earthquakes, and
ilure, software problems,
and other unplanned system, network, or user issues. The second category—deliberate
threats—is related to outages that result from the exploitation of a system vulnerability.
Some examples of this type of threat include denial of service attacks or network worms
that impact vulnerable systems and their availability. In some cases, one of the first actions
you will need to take following an outage is determining which category the outage fits
into. Companies handle accidental outages very differently than deliberate ones.

S:

s, floods

, fire, po

>

Defining Threats and Risk Management

Risk management is the process of identifying, assessing, and prioritizing threats and risks.
A risk is generally defined as the probability that an event will occur. In reality, businesses are
only concerned about risks that would negatively impact the computing environment. For
instance, there is a risk that you might win the lottery on Friday—but that’s not a risk your
company is going to actively address, because it would be something positive. Rather, your
company would be more concerned with the specific type of risk known as a zhreat, which is
defined as an action or occurrence that could result in the breach, outage, or corruption of a
system by exploiting known or unknown vulnerabilities. Typically, when people refer to risk
management, they are focusing on this type of negative risk.

The goal of any risk management plan is to remove risks when possible and to minimize the
consequences of risks that cannot be eliminated. The first step in creating a risk management
plan is to conduct a risk assessment. Risk assessments are used to identify the risks that might
impact your particular environment.
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TAKE NOTE

In a mature risk
assessment environment,
it is common to record
your risks in a risk
register, which provides
a formal mechanism
for documenting the
risks, impacts, controls,
and other information
required by the risk
management program.

Once you have completed your assessment and identified your risks, you need to evaluate
each risk for two factors. First, you need to determine the likelihood that a risk will occur
in your environment. For example, a tornado is much more likely in Oklahoma than in
Vermont. A meteor strike is probably not very likely anywhere, although it’s one example
commonly used to represent the complete loss of a facility when discussing risk. After you
have determined the likelihood of a specific risk, you then need to determine the impact of
that risk on your environment. For instance, a virus on a user’s workstation generally has a
relatively low impact on the company (although a high impact on the user.) A virus on your
financial system has a much higher overall impact, although hopefully a lower likelihood.

Once you have evaluated your risks, it’s time to prioritize them. One of the best mechanisms
to assist with prioritization is to create a risk matrix, which can be used to determine an overall
risk ranking. A risk matrix should include the following elements:

¢ The risk
The likelihood that the risk will actually occur

* The impact of the risk

* A total risk score

* The relevant business owner (individual, team or department) for the risk

* The core security principles affected by the risk—confidentiality, integrity, and/or availability
* The appropriate strategy or strategies to deal with the risk

Some additional fields that may prove useful in your risk register are as follows:

¢ A deliverable date for the risk to be addressed

¢ Documentation about the residual risk (i.e., the risk that remains after measures have
been taken/to reduce the likelihood or minimize the effést of an eyent)
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One casy way to calculatela total fisk score is @ assigh numericdvalues to/your likelihood and
impact. For example, you can rank likelihood and impact on a scale from 1 to 5, where 1 equals
low likelihood or low probability and 5 equals high likelihood or high impact. You can then
multiply the likelihood and impact together to generate a total risk score. By sorting from high
to low, you have an easy method to inidally prioritize your risks. You should then review the
specific risks to determine the final order in which you want to address them. At this point,
you may find that external factors, like cost or available resources, affect your priorities.

After you have prioritized your risks, you are ready to choose from among the four generally
accepted responses to these risks. They include:

¢ Avoidance
* Acceptance
* Mitigation
¢ Transfer

Risk avoidance is the process of eliminating a risk by choosing not to engage in an action or
activity. As an example of risk avoidance, consider a person who understands that there is a
risk that the value of a stock might drop, so he or she avoids the risk by not purchasing the
stock. One problem with risk avoidance is that there is frequently a reward associated with

a risk—so if you avoid the risk, you also avoid the reward. For instance, if the stock in the
example were to triple in price, the risk-averse investor would lose out on the reward because
he or she wanted to avoid the risk.

Risk acceptance is the act of identifying and then making an informed decision to accept
the likelihood and impact of a specific risk. To reuse the stock example, risk acceptance is the
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There are many different
ways to identify, assess,
and prioritize risks. There
is no one right way. Use
the techniques that best
fit your environment
and requirements.
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process in which a buyer thoroughly researches a company whose stock he or she is interested
in, and after considering this information, makes the decision to accept the risk that the stock
price might drop.

Risk mitigation consists of taking steps to reduce the likelihood or impact of a risk. A com-
mon example of risk mitigation is the use of redundant hard drives in a server. There is a risk
of hard drive failure in any system. By using redundant drive architecture, you can mitigate
the risk of a drive failure by having the redundant drive. In other words, although the risk still
exists, it has been reduced by your actions.

Risk transfer is the act of taking steps to move responsibility for a risk to a third party through
insurance or outsourcing. For example, there is a risk that you may have an accident while driving
your car. You transfer this risk by purchasing insurance so that in the event of an accident, your
insurance company is responsible for paying the majority of the associated costs.

As mentioned earlier, one other important concept in risk management is that of residual risk.
Residual risk is the risk that remains after measures have been taken to reduce the likelihood
or minimize the effect of a particular event. To continue with the car insurance example, your
residual risk in the event of an accident would be the deductible you have to pay before your
insurance company assumes responsibility for the remainder of the damage.

Now, as part of our discussion of risk, we also need to look at two final concepts that will
help you understand the foundations of security principles and risk management: the
principle of least privilege and the idea of an attack surface.

Understanding the Principle of Least Privilege

The principlesofleast privilege is a sccurity-discipline thatrequires that a particular user,

ts, functi r
seen
on paper, it 1s; However, when you start to apply this principle/in a complex production

eavironment, it becomessignificantly morel challenging.

The principle of least privilege has been a staple in the security arena for a number of years,
and many organizations have struggled to implement it successfully. However, with today’s
increased focus on security from both a business and a regulatory perspective, organizations are
working harder than ever before to build their models around this principle. The regulatory
requirements of Sarbanes-Oxley, HIPAA, HITECH, and various state regulations, coupled
with organizations’ increased focus on the security practices of their business partners, vendors,
and consultants, are driving companies to invest in tools, processes, and other resources to
ensure this principle is followed.

But why is a principle that sounds so simple on paper so difficult to implement in reality?
The challenge is largely related to the complexity of the typical work environment. It is easy
to visualize application of the principle of least privilege for a single employee. On a physical
basis, the employee needs access to the building he or she works in, any common areas, and
his or her office. Logically, the employee also needs to be able to log in to his or her computer,
have access to some centralized applications, and have access to a file server, a printer, and an
internal web site. Now, imagine that single user multiplied by a thousand—and imagine that
these thousand employees work in six different office locations. Some employees need access to
all six locations, whereas others only need access to their own location. Still others need access
to specific subsets of the six locations; for example, they might need access to the two offices in
their region, or they might require access to the data center so they can provide I'T support.

In this situation, instead of a single set of access requirements, you now have multiple depart-
ments with varying application requirements. You also have different user types, varying from
“regular” users to power users to administrators; therefore, you need to determine not only
what type of user each employee is, but also which internal applications he or she can access.
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Add to this mix new hires, employees who are transferred or promoted, and employees who
leave the company, and you can start to see how making sure each employee has the minimum
amount of access required to do his or her job can be a time-intensive activity.

But wait—we’re not done. In addition to physical and user permissions, you also need to

be aware that in many IT environments, certain applications require access to data and/or
other applications. Thus, to follow the principle of least privilege, you must ensure that these
applications have the minimum necessary access in order to function properly. This can be
extremely difficult when working in a Microsoft Active Directory environment, due to the
detailed permissions included in Active Directory. Determining which permissions an applica-
tion requires to function properly with Active Directory can be challenging in the extreme.

To further complicate mactters, in industries where there is heavy regulation, like the financial
or medical fields, or when regulations like Sarbanes-Oxley are in effect, there are additional
requirements stating that you must audit regularly to ensure you have successfully implemented
and validated privileges across the enterprise.

A detailed discussion of how to implement and maintain the principle of least privilege is
beyond the scope of this book, but there are some high-level tools and strategies you should
be aware of, including the following:

* Groups: Groups allow you to logically group users and applications so that permissions
are not applied on a user-by-user or application-by-application basis.

* Multiple user accounts for administrators: Administrators are one of the biggest chal-
lenges when implementing the principle of least privilege. Administrators are typically
also users, and it is seldom a good idea for administrators to perform their daily user
tasks as an administrator. To address this issue, many companies issue their administrators
owo\ accounts—onerfor theirgole as a user ofthescompany’s applications and-systems and
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dardize a limited number of account types. Each different account type permitted in your
enviropment adds an order of magnitudefto your permissiéns management strategy. By
standardizing a limited set of account types, you make your job much easier.

* Third-party applications: A variety of third-party tools have been designed to make
managing permissions easier. These range from account life-cycle management applica-

Perfect implementation tions to auditing applications to application firewalls.

of the principle of least
privilege is very rare.

A best effort is typically
what is expected and
what is achievable.

* Processes and procedures: One of the easiest ways to manage permissions in your envi-
ronment is to have a solid framework of processes and procedures for managing accounts.
With this framework to rely on, you don’t have to address each account as a unique
circumstance. Rather, you can rely on the defined process to determine how all accounts
are created, classified, permissioned, and maintained.

Understanding Attack Surface

One final concept to tackle when evaluating the security of your environment is that of an
attack surface. With respect to systems, networks, and applications, this is another idea that
has been around for quite some time. An attack surface consists of the set of methods and
avenues an attacker can use to enter a system and potentially cause damage. The larger the
attack surface of a particular environment, the greater the risk of a successful attack.

To calculate the attack surface of an environment, it’s frequently easiest to divide the evaluation
into three components:

* Application

¢ Network

* Employee
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When evaluating the application attack surface, you need to look at things like:

* The amount of code in an application
* The number of data inputs to an application
* The number of running services

* Which ports the application is listening on
Similarly, when evaluating the network attack surface, you should consider the following:

* Overall network design
e Placement of critical systems
¢ Placement and rule sets on firewalls

* Other security-related network devices, such as IDS, VPN, and so on
Finally, when evaluating the employee attack surface, you should consider the following factors:

* The risk of social engineering
* The potential for human errors
* The risk of malicious behavior
Once you have evaluated these three types of attack surfaces, you will have a solid under-

standing of the total attack surface presented by your environment, as well as how an attacker
might try to compromise your environment.

Understanding Social Engineering

As previously mentioned onc of the key factors to consider when evaluating the employee

oclq en e ed to
@4 s technique

surf; ri 1a e
e ' V. aci
typically relies on the trusting nature of the person being attacked

O

In a typical soeial engingering.actaeks the attackerwill try to appear as harmless or respectful
as possible. These attacks can be perpetrated in person, through email, or via phone. Attackers
will try techniques ranging from pretending to be a help desk or support department staffer,
claiming to be a new employee, or in some cases, even offering credentials that identify them
as an employee of the company.

Generally, these attackers will ask a number of questions in an attempt to identify possible
avenues to exploit during an attack. If they do not receive sufficient information from one
employee, they may reach out to several others until they have sufficient information for the
next phase of an attack.

To avoid social engineering attacks, remember the following techniques:

* Be suspicious: Phone calls, emails, or visitors who ask questions about the company;, its
employees, or other internal information should be treated with extreme suspicion, and if
appropriate, reported to security personnel.

* Verify identity: If you receive inquiries that you are unsure of, verify the identity of the
requestor. If a caller is asking questions that seem odd, try to get his or her number so
you can call back. Then, verify that the phone number you have been given is from a
legitimate source. Similarly, if someone approaches you with a business card as identification,
ask to see a picture ID. Business cards are easy to print, and they are even easier to take
from the “Win a Free Lunch” bowl at a local restaurant.

* Be cautious: Do not provide sensitive information unless you are certain not only of the
person’s identity, but also his or her right to have the information.

* Don’t use email: Email is inherently insecure and prone to a variety of address spoofing
techniques. Therefore, don’t reveal personal or financial information via email. Never
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m respond to email requests for sensitive information—and be especially cautious of providing
this information after following web links embedded in email. A common trick is to embed
a survey link in an email, possibly offering a prize or prize drawing, and then asking questions
about the computing environment like “How many firewalls do you have deployed?” or
“What firewall vendor do you use?” Employees are so accustomed to seeing these types of
survey requests in their inboxes that they seldom think twice about responding to them.

The key to thwarting a
social engineering attack
is employee awareness.
If your employees know
what to watch for, an
attacker will find little
success.

Linking Cost with Security

There are some points that you should keep in mind when developing a security plan. First,
security costs money. Typically, the more money you spend, the more secure your informa-
tion or resources will be (up to a point). So, when looking at risk and threats, you need to
consider how valuable certain confidential data or resources are to your organization and also
how much money you are willing to spend to protect those data or resources.

In addition to considering cost, you should also strive to make the security measures as seam-
less as possible to authorized users who are accessing the confidential information or resource.
If security becomes a heavy burden, users will often look for methods to circumvent the mea-
sures you have established. Of course, training goes a long way in protecting your confidential
information and resources because it shows users what warning signs to watch for.

Looking at Physical Security as the First Line of Defense

CERTIFICATION READY Most businesses exercise some level of control over who is able to access their physical envi-
Why is physical security ronment. When securing computer-related assets and data, there is a tendency to only look
50 important to a server at the virtual world, paying little attention to the issue of physical security. However, if you
even when you need work for a large company in a location with a data center, you may see badge readers and/or
usernames and passwords keypads to access the building and any secure areas, along with guards and perhaps even

to access that server? logbooks to control and track the people who enter in the building. Office keys and desk

drawer keys provide yet another layer of security. In smaller offices, similar measures may be
in place, albeit on a smaller scale.

If someone can get physical access to a server where confidential data is stored, with the
TAKE NOTE right tools and enough time, that person can bypass any security the server uses to protect
the data.

This multilayered approach to physical security is known as defense in depth or a layered security
approach. See Figure 1-1. Securing a physical site is more than just putting a lock on the front door
and making sure you use that lock. Rather, it is a complex challenge for any security professional.

Security does not end with physical security. You also need to look at protecting confiden-
TAKE NOTE tial information with technology based on authentication, authorization, and account-
ing—including use of rights, permissions, and encryption.
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Understanding Site Security

Site security is a specialized area of the security discipline. This section is meant to intro-
duce you to some of the more common concepts and technologies you may encounter
when working in the site security field.

UNDERSTANDING ACCESS CONTROL

Before we jump into site security details, you must first understand what is meant by the term
“access control.” Access control is a key concept when thinking about physical security. It is
also a little confusing, because you will frequently hear the phrase used when discussing infor-
mation security. In the context of physical security, access control is the process of restricting
access to a resource to only permitted users, applications, or computer systems.

If you think about it, you can probably come up with several everyday examples of access
control. For instance, when you close a door and lock it, you are practicing access control.
When you use a baby gate to keep a toddler from falling down a staircase, you are practicing
access control. Similarly, when you put a fence around your yard to keep your dog out of the
neighbor’s flowers, you are practicing access control.

The difference between the access control you practice in your everyday life and the access
control you will encounter in the business world is the nature of what you are protecting
and the technologies you have available to secure it. We will cover these topics in more detail
through the rest of this lesson.

Figure 1-1 Outer Perimeter (Fence/Building Doors)

Layered site security model
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Locked Servers/Racks

As previously mentioned, site security involves securing the physical premises. One fundamental
concept used when designing a security environment is that of defense in depth. Defense

in depth means using multiple layers of security to defend your assets. That way, even if an
attacker breaches one layer of your defense, you have additional layers to keep that person out
of the critical areas of your environment.

A simple example of defense in depth that you may have encountered in the “real world” is a
hotel room that contains a locked suitcase. To get into the locked hotel room, you must get
the key to work. After you accomplish this task, there is a deadbolt that must be bypassed. And
once you are past the deadbolt, there is still the lock on the suitcase that must be breached.
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Beyond the idea of defense in depth, there are several other goals to keep in mind when
designing a physical security plan:

* Authentication: Site security must address the need to identify and authenticate the
people who are permitted access to an area.

* Access control: Once a person’s identity has been proven and authenticated, site security
must determine what areas that person has access to.

* Auditing: Site security must also provide the ability to audit activities within the facility.
This can be done by reviewing camera footage, badge reader logs, visitor registration logs,
or other mechanisms.

For the purposes of this lesson, we will break the physical premises into three logical areas:

* The external perimeter, which makes up the outermost portion of the location. This
typically includes the driveways, parking lots, and any green space the location may
support. This does not include things like public roads.

* The internal perimeter, which consists of any buildings on the premises. If the location sup-
ports multiple tenants, your internal perimeter is restricted to only the buildings you occupy.

* Secure areas, which are locations within the building that have additional access restric-
tions and/or security measures in place. These might include data centers, network rooms,
wiring closets, or departments like Research and Development or Human Resources.

UNDERSTANDING EXTERNAL PERIMETER SECURITY

The external security perimeter is the first line of defense surrounding your office. However,
security measures in this area probably vary the most of any area we will discuss. For instance,
if youre trying o protect a top-secret government installation, your external perimeter security
will likely consist of multiple fences, roving guard patrols, land mines, and all sorts of other
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companics fall somewhere in between. Common security measures you may encounter with
respect to an organization's external perimetef include the folldwing:

e Security cameras

e Darking lot lights

&)
TleSthOLIl: camg.rla}s‘ * Perimeter fence
ayback capabilities .
bay b * Gate with guard
regularly. Because ]
ol Ao el * Gate with access badge reader
always used to review * Guard patrols

events after the fact, you
need to be sure your
system is successfully
recording the data.

One challenge associated with security cameras is that these cameras are only as good as the
people monitoring them. Because monitoring cameras is a resource-intensive, expensive under-
taking, in most office environments, there isn’t anyone actively watching these cameras. Instead,
cameras are used after an incident occurs to determine what happened or who is responsible.

UNDERSTANDING THE INTERNAL PERIMETER
The internal security perimeter starts with the building walls and exterior doors and includes
any internal security measures, with the exception of secure areas within the building. Some
of the features you may use to secure an internal perimeter include the following:

* Locks (on exterior doors, internal doors, office doors, desks, filing cabinets, etc.)

* Keypads

* Security cameras

* Badge readers (on doors and elevators)

e Guard desks
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Smaller offices that are
not occupied at night
may take advantage
of remote monitoring
and intrusion detection
systems in their inter-
nal perimeter. Larger
locations typically have
some activiti urring
on nights and ends,
s

se t
challenging.
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Cameras are available
on virtually every cell
phone on the market
today. If you need to
ensure that cameras are
not used in your facility,
plan on taking phones
at the door or disabling
their camera function.
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* Guard patrols
¢ Smoke detectors
¢ Turnstiles

* Mantraps

The key security measures implemented in the internal perimeter are those that are used to
divide the internal space into discrete segments. This is a physical implementation of the
principle of least privilege. For example, if an organization’s office includes finance, human
resources, and sales departments, it would not be unusual to restrict access to the finance
department to only those people who work in finance. You generally don’t need human
resources staffers wandering around your finance area. These sorts of segregations may be
based on floors, areas, or even series of offices, depending on the physical layout.

DEFINING SECURE AREAS

Secure areas within an office would include places like a data center, the research and develop-
ment department, a lab, a telephone closet, a network room, or any other area that requires
additional security controls not only to restrict external attackers, but also to limit internal
employee access. Secure area security technologies include the following:

* Badge readers
* Keypads

* Biometric technologies (e.g., fingerprint scanners, retinal scanners, voice recognition
systems, etc.)

* Security doors

e X-pay scanners
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o Intrusion derection systems (light beam, infrared, microwaye, and/or ultrasonic)

UNDERSTANDING SITE SECURITY PROCESSES

Although technology forms a significant component of an organization’s physical security, the
processes you put in place to support this technology are just as critical. In fact, you should
have such processes at all levels of your site.

In the external perimeter, you might have a process to manage entry to the parking lot
through a gate, or there may be a process for how often the guards patrol the parking lot.
Included in those processes should be how to document findings, track entry and exits, and
respond to incidents. For example, your guard tour process should include instructions on
how to handle an unlocked car or a suspicious person, or, with the heightened awareness of
possible terrorist attacks, how to handle an abandoned package.

In the internal perimeter, you might have processes that include guest sign-in procedures,
equipment removal procedures, guard rotations, or when the front door is to be left unlocked.
You should probably also have processes to handle deliveries, how/when to escort visitors in
the facility, and even what types of equipment may be brought into the building. For exam-
ple, many companies prohibit bringing personal equipment into the office due to the risk
that an employee could use his or her personal laptop to steal valuable company information.

Once you reach the secure area layer, you will generally have procedures for controlling who
is permitted to enter the data center and how they will access the data center. In addition,
you will have multiple mechanisms to ensure that only authorized people are granted access
including locked doors, biometric devices, cameras, and security guards.
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Understanding Computer Security

Computer security consists of the processes, procedures, policies, and technologies used to
protect computer systems. For the purposes of this lesson, computer security will refer spe-
cifically to physically securing computers; other facets of computer security are discussed
throughout the rest of the book.

In addition to the many physical security measures already described, there are some addi-
tional tools that can be used to secure actual computers. Before we start discussing these tools,
however, we first need to differentiate among three main types of computers:

* Servers: These are computers used to run centralized applications and deliver the
applications across a network. This can be an internal network (such as for a business)
or perhaps even the Internet (for public access). The computer that hosts your favorite
website is an excellent example of a server. Servers are typically configured with redun-
dant capabilities, ranging from redundant hard drives to fully clustered servers.

* Desktop computers: These computers are usually found in office environments, schools,
and homes. Such computers are meant to be used in a single location and to run applica-
tions like word processing, spreadsheets, games, and other local programs. They can also
be used to interact with centralized applications or to browse websites.

* Mobile computers: This category includes laptop, notebook, tablet, and netbook com-
puters. You could even include smartphones. These machines are used for the same types
of functions as desktop computers, but they are meant to be used in multiple locations
(for example, home and office). Due to their smaller size, mobile computers were once
less powerful than desktop computers, but thanks to advances in microprocessor and
stérage technologies, this gap is rapidly narrowing.

Eacli type of computcr server, d kto and m01le—rc uires dlfferen hysical securi
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Wherc the server w ocatc fvers are typically much morc cxpcnswe t top or
mobile computers and used to ruf eritical applications, so the types of securlty typlcally used
with servers are largelylocation based™Severs shouldbeseeured in data eenters or computer
rooms, where you can take advantage of locked doors, cameras, and various other security
features described earlier in the lesson.

If you do not have the ability to place a server in a data center or computer room, you should
utilize one of the following technologies:

* Computer security cable: A cable that is attached to the computer and to a piece of
furniture or the wall.

* Computer security cabinet/rack: A storage container that is secured with a locking door.

Desktop computers are typically secured with the same types of computer security cables you
can use with servers. Desktop computers are frequently used in secure office environments
or in people’s homes, and they are not particularly expensive relative to other technologies.
Accordingly, most companies do not take extraordinary measures to protect the desktop
computers in their offices.

Mobile computers, unlike servers and desktops, are highly portable, so there is a unique set
of technologies and best practices for protecting these machines from theft or damage. Some
of these methods are described in the following section.

UNDERSTANDING MOBILE DEVICE SECURITY

Mobile devices are one of the largest challenges facing many security professionals today. Mobile
devices such as laptops, PDAs (personal digital assistants), and smartphones are used to process
information, send and receive mail, store enormous amounts of data, surf the Internet, and
interact remotely with internal networks and systems. When you consider that you can place a
32 GB MicroSD memory card (see Figure 1-2) in a smartphone that a senior vice president can
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Docking station secu-
rity only works if you
enable it and make sure
the docking station is
secured to an immovable
object. It’s frequently
just as easy to steal a
laptop and its docking
station as it is to steal
just the laptop.

SES

Figure 1-2

Removable devices
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then use to store all of a company’s research and development information, the potental impact
to the company should someone steal that phone is staggering. As a result, the industry offers a
number of technologies for physically securing mobile devices, including the following:

* Docking stations: Virtually all laptop docking stations are equipped with security fea-
tures. This may involve a key, a padlock, or both, depending on the vendor and model.

* Laptop security cables: Used in conjunction with the USS (Universal Security Slot),
these cables attach to a laptop and can be wrapped around a secure object like a piece
of furniture.

* Laptop safes: These are steel safes specifically designed to hold a laptop and be secured

to a wall or piece of furniture.

* Theft recovery software: These applications enable the tracking of a stolen computer so
it can be recovered.

* Laptop alarms: These are motion-sensitive alarms that sound in the event that a laptop
is moved. Some are also designed in conjunction with a security cable system so that they
sound whenever the cable is cut.

PDAs and smartphones are typically more difficult to secure than laptops; because they are a
new technology that just recently exploded in popularity, only limited security tools are avail-
able. For now, you can configure passwords to protect these devices, enable encryption, and
remotely wipe phones that are managed by an organization. Some smartphones and PDAs
also include GPS components that allow you to track their location.

Of course, there are some best practices (and yes, these are based on common sense) that can
be followed when securing both laptops and PDAs or smartphones, including the following:

* Keep your equipment with you: Mobile devices should be keptwith you whenever pos-
sible. This means you should keep your mobile devices on your person or in your hand
l. lttggage wgn $avkling Similay kea ypur in.obile v fades ingroussight when going
rough’ affport cheﬂéoints. !
* Use your trunk: If you are traveling by car and are unable to take your mobile device with
you, lock‘it'tn the cfunk’when you park™ Do not leave a mobile device in view in an unat-
tended vehicle, even for a short period of time, and never leave it in a vehicle overnight.

* Use the safe: If you are staying in a hotel, lock your mobile device in a safe if one is available.

USING REMOVABLE DEVICES AND DRIVES

In addition to mobile devices, another technology that presents unique challenges to security
professionals is removable devices and drives. You can see some examples of common removable
devices in Figure 1-2.

MicroSD
card

iPod Nano USB Flash Drive




14 | Lesson 1

TAKE NOTE

Some workplaces
address the issues asso-
ciated with removable
e LN
ware -
figurations that prohibit
their use. Although this
can be an effective strat-
egy, it is also expensive
and resource intensive.
Accordingly, there are
only a limited number
of businesses in which
this strategy can be
effectively implemented.

Encryption is frequently
used to secure the data
on removable drives.

This method is discussed
in detail in Lesson 2.

A removable device or drive is a storage device that is designed to be taken out of a computer
without turning the computer off. These devices range from the MicroSD memory card,
which is the size of your fingernail and can store up to 32 GB of information, to an external
hard drive, which can store up to 2 terabytes of data. Floppy disks, CDs, and DVDs are also
considered removable drives because they can be used to store critical data.

Removable devices typically connect to a computer through a drive, through external com-
munications ports like USB or Firewire, or, in the case of memory cards, through built-in or
USB-based readers. These devices are used for a variety of purposes, including backing up
critical data, providing supplemental storage, transferring data between computers, and some-
times even running applications. This form of storage is also used in music players like iPods
and Zunes, as well as in personal media players like the Archos and Creative’s Zen devices.

There are three basic types of security issues associated with removable storage:

* Loss
* Theft
* Espionage

The loss of a storage device is one of the most common security issues you will encounter.
USB drives are especially problematic in this regard. Typically the size of a pack of gum or
smaller, these drives are frequently left in conference rooms, in hotel rooms, or in seat pockets
on airplanes. Your challenge is how to secure the gigabytes of data that are lost along with
these drives. Currently, these devices can be protected with both authentication and encryp-
tion. Also, with Windows 7 and Windows Server 2008 R2, Microsoft released BitLocker To
Go, which can be used to protect data on mobile storage devices. In addition, some com-
paniesfinay offerftheir own protection mechanism, such as IronKey. Of course, you need to
impress on your users the value of these types of Storage: Many users do not give a second
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the valuciofidata, as well as how casy it is to misplace portable storage devices.

Theft is a problem with'any portable piecerof equipment=Many of the theft=prevention measures
discussed with respect to mobile devices apply to removable storage devices as well. For example,
keep drives with you whenever possible. When you cannot keep them with you, secure them in a
hotel safe, locked desk drawer, or other secure location. Do not leave portable storage out where
it can be easily removed from your area. Remember, even though removable devices themselves
are relatively inexpensive, the data on them can be irreplaceable, or worse, confidential.

The final area in which these types of devices present a security issue is in conjunction with espio-
nage. Many storage devices come in very small forms, which make them particularly well suited to
espionage. For example, you can purchase flash drives disguised as pens, watches, or even as part
of a pocketknife. To further compound the problem, everyday technological devices like music
players and cell phones often have multiple gigabytes of storage. Even if you manage to ban unau-
thorized external drives and music players from the work setting, removing employee cell phones is
virtually impossible. So, how can you protect your environment from this type of security threat?

The key to this threat is not to try to defend the environment from portable devices, but instead
to protect the data from any unauthorized access. This is where the principle of least privilege is
critical—if you ensure that employees can only access the data, systems, and networks they need
to do their jobs, then you make the task of keeping critical data off portable drives much easier.

UNDERSTANDING KEYLOGGERS

A keylogger is a physical or logical device used to capture keystrokes. An attacker will either

place a device between the keyboard and the computer or install a software program to record
each keystroke taken, and then he or she can use software to replay the data and caprure criti-
cal information like user IDs and passwords, credit card numbers, Social Security numbers, or
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even confidential emails or other data. There are also wireless keyboard sniffers that can inter-
cept the broadcast keystrokes sent between a wireless keyboard and a computer.

To protect against a physical keylogger, your best tool is visual inspection. Take a look at the
connection between the keyboard and the computer. If there is an extra device in between the
two, someone is trying to capture your keystrokes. This is especially important when working
with shared or public computers, where attackers will utilize keyloggers to cast a wide net and
grab whatever critical data someone might enter.

The best defense against a software keylogger is the use of up-to-date antimalware software. Many
software keyloggers are identified as malware by these applications. You can also leverage User
Account Control and host-based firewalls to prevent a software keylogger from being installed.

To defend against a wireless keyboard sniffer, your best bet is to ensure your wireless keyboard
supports encrypted connections. Most current wireless keyboards will either operate in an
encrypted mode by default or at least permit you to configure encryption during installation.

SKILL SUMMARY

IN THIS LESSON YOU LEARNED:
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Knowledge Assessment

Multiple Choice

Circle the letter or letters that correspond to the best answer or answers.

1.

LICEN

Which of the following are valid risk responses? (Choose all that apply.)
a. Mitigation

b. Transfer

c. Investment

d. Avoidance

Which of the following are considered removable devices or drives? (Choose all that
apply.)

a. iPod

b. Netbook

c. USB flash drive

d. Floppy drive

. Which of the following would be considered appropriate security measures for a building’s

external security perimeter? (Choose all that apply.)
a. Motion detector

b. Parking lot lights

c. Turnstile

d. Security guards

? (Choose

SALE

aurant. Wha

N

in a dresser er.
a lapto

ecurity

d. Check the laptop at the Tront desk.

. The process of eliminating a risk by choosing not to engage in an action or activity

describes which of the following?
a. Mitigation

b. Residual risk

c. Avoidance

d. Acceptance

You have just been promoted to Chief Security Officer for your auto parts manufacturing
business, and you are trying to identify technologies that will help ensure the confidentiality
of your proprietary manufacturing techniques. Which of the following are technologies you
could use to help with this endeavor? (Choose all that apply.)

a. Strong encryption

b. Security guards

c. Laptop safes

d. Strong authentication

The acronym CIA stands for which of the following?
a. Confidentiality, identity, access control

b. Confidentiality, integrity, access control

c. Confidentiality, integrity, availability

d. Control, identity, access control
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You have been placed in charge of the corporate security department, and your boss has

asked you to help her understand what is meant by core security principles. Which of

these explanations should you give to your boss?

a. Core security principles refer to the internal security perimeter when setting up a
layered physical security environment.

b. Core security principles refer to the principles of confidentiality, availability, and
integrity.

c. Core security principles refer to leveraging security best practices.

d. Core security principles refer to the four methods of addressing risk.

As the Chief Security Officer for a small medical records processing company, you have
just finished setting up the physical security for your new office. In particular, you have
made sure that the parking lot is illuminated, that you have guards both at the door and
performing periodic patrols, and that you have badge readers throughout the building at
key locations. You also have put biometric access technology on the data center door.

In addition, you have cameras in the parking lot, at building entrances, and at the data
center entrances. This type of implementation is known as: (Choose the best answer.)

a. Access control

b. Core security principles

c. Security best practices

d. Defense in depth

What do you call the process of disabling unneeded services and ports to make a system
more secure?

a. Reducing the surface attack area

b. Wlitigating a Trojan horse

c.pSecufifavoidaiee
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is e characteristicOf 2 resource that ensdres that access is restricted to
only permitted users, applications, or computer systems.

If you are deploying technologies to restrict access to a resource, you are practicing the
security principle known as

3. Deploying multiple layers of security technology is called

An action or occurrence that could result in the breach, outage, or corruption of a system
by exploiting known or unknown vulnerabilities is a(n)

. You have just taken a new job as the Risk Manager for a medium-sized pharmaceutical

company, and your first assignment is to perform a formal risk assessment. You will most
likely record the results of your risk assessment in a(n)

. A secretary at your office just got off the phone with someone who said he was call-

ing from the corporate IT department. The caller had a number of questions about the
secretary’s computer setup, and he asked for her user ID and password. In this situation,
the secretary was most likely a victim of

The consistency, accuracy, and validity of data or information is called

8. You are traveling for work and decide to use a computer in the hotel business center to

check your email and pay several bills. When you sit down at the computer, you notice
there is an extra connector between the keyboard and the computer. You have most
likely encountered a(n)
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9. You are the Risk Manager for a regional bank, and you have just deployed a new badge
reader system to address an access control risk. Although your solution has mitigated the
risk, there is still a small remaining risk associated with access control. This risk is known
as the

10. The larger the of a particular environment, the greater the risk of a
successful attack.

Competency Assessment

Scenario 1-1: Designing a Physical Security Solution

You are the Security Manager for a medium-sized bank. You have been asked to design a secu-
rity solution to keep intruders out of the bank after hours. The three areas of the bank you
need to secure are the parking lot, the building perimeter, and the vault. List what technolo-
gies you would use in each of these areas.

Scenario 1-2: Securing a Mobile Device

You are the I'T Manager for a 5,000-employee legal services company. You are in the process
of rolling out new mobile devices to your sales department. What processes and technologies
will you use to keep these systems physically secure?

Proficiency Assessment

indows Server
008 R2. On Serverl, you create and drive. Within the
Data folder, you create a folder for each user within your organization. You then place each
person’s electronic paycheck in his or her folder. Later, you find out that John was able to go
in and change some of the electronic paychecks and delete others. Explain which of the CIA
components was not followed in this scenario.

Scenario 1-4: Examining Social Engineering

You work for the Contoso Corporation. Your manager wants you to put together a training
class about end-user security. To begin, use the Internet to research three cases or instances in
which individuals used social engineering to break into a system, and list how they attempted
to get access.

Workplace Ready

Understanding the Basics

Understanding security concepts is only the first step in learning about security. As a network
administrator or security officer, you will be amazed by how much considering these basics
will help you plan, implement, and update your organization’s overall security program.






